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Abstract 

Data-driven political campaigning (DDPC) raises ethical concerns that remain understudied in 

multiparty systems. This thesis builds an ethical framework from existing scholarship and 

applies it to the Dutch 2025 House of Representatives election (TK 2025, named after the Dutch 

Tweede Kamer) across five dimensions: privacy and data use, transparency, accountability, 

exclusion, and manipulation. The case is distinctive: Regulation (EU) 2024/900 on political 

advertising entered into force nineteen days before the election, while Meta and Google 

withdrew from EU political advertising in the same period. 

The assessment finds the conditions for each ethical risk present, and in several cases recognised 

by regulators. Privacy and transparency are best supported by public evidence; accountability 

and manipulation are documentable as structural risk but not as party conduct. The clearest 

finding is a transparency paradox: formal obligations reached their highest level yet while the 

visibility they were meant to secure fell, because the platforms that carried political advertising 

had withdrawn. 

The main lesson is that raising obligations on paper achieves little when enforcement lags 

behind, and that the most credible correctives are structural rather than left to voters. A 

literature-based assessment cannot establish internal party conduct or quantify targeting effects, 

but it can map where ethical risk is structurally embedded, a more useful claim for regulation 

than overstatement or silence. 
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Introduction 

Data-driven political campaigning (DDPC) has become a core element of modern elections. 

DDPC refers to the practice in which political parties collect and analyse information about 

voters and use it to shape how they campaign (Barclay et al., 2025). In practice, this information 

takes several familiar forms: membership and supporter records held by the party itself; opinion 

polling; engagement metrics from social media platforms, such as which posts a user likes or 

which accounts they follow. Parties combine these sources to decide whom to target, with what 

message, and through which channel (Luke et al., 2024). Parties differ considerably in how 

data-driven their campaigns are. A small party may do little more than boost posts to broad 

audiences on social media, while a larger or better-resourced party may tailor distinct messages 

to narrowly defined groups of voters and adjust them as a campaign unfolds. The most granular 

end of this range is political microtargeting: the use of personal data to divide an electorate into 

small, specifically defined groups and deliver each group a tailored political message 

(Zuiderveen Borgesius et al., 2018). A party might, for instance, show one message to younger 

voters and a different message to older voters, so that the two groups never see the same 

campaign. Microtargeting is the most debated form of DDPC because of ethical concerns. 

The literature recognises five ethical concerns related to DDPC (Brkan, 2020; Zuiderveen 

Borgesius et al., 2018). These concerns matter because campaigns shape the information 

environment in which citizens form political judgements and decide how to vote (Milano et al., 

2021). When parties use data to decide who sees which message, they also influence who is 

informed about what, and on what terms. This makes the design of a campaign a democratic 

question and not only a strategic or commercial one. Several concerns follow from this. 
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Data-driven campaigns rely on collecting and combining personal information about voters, 

which raises questions of privacy and data use (Bennett, 2016); targeted messages are often 

visible only to their intended recipients, which raises questions of transparency (Dobber et al., 

2024); responsibility for how a message was produced and delivered can be spread across many 

actors and hard to trace, which raises questions of accountability (Blasi Casagran & Vermeulen, 

2021); some voters may be reached while others are systematically passed over, which raises 

questions of exclusion (Minihold & Votta, 2024); and tailored persuasion can work in ways its 

targets do not recognise, which raises questions of manipulation and undue social influence 

(Susser et al., 2019).  Each of these concerns is structural rather than incidental, and each can be 

developed into one of five ethical dimensions along which data-driven campaigning can be 

assessed. (1) Privacy and data use concerns how campaigns collect, combine, and infer personal 

information about voters, and whether they do so in ways voters can understand and control. A 

party that buys a commercial dataset and merges it with its own canvassing records to estimate 

which households are likely to support it is processing personal data that those voters never 

knowingly provided for that purpose. (2) Transparency concerns whether voters and outside 

observers such as journalists or regulators can see that a political message is advertising, who is 

behind it, and why a particular person received it. When an advertisement appears in one voter's 

social media feed and nowhere else, the people not targeted have no way of knowing it existed, 

and the targeted voter may not know why they were chosen. (3) Accountability concerns whether 

responsibility for how a campaign uses data and reaches voters can be identified and questioned. 

Because a single targeted message may involve the party, an advertising platform, a data 

supplier, and an automated delivery system, it can become unclear who is responsible when 

something goes wrong. (4) Exclusion concerns how targeting decides not only who receives 
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political messages but also who does not. If a party concentrates its campaigning on groups it 

considers persuadable, other voters may rarely encounter its messages at all, leaving them with a 

narrower view of what the campaign was about. (5) Manipulation and undue social influence 

concerns whether data-driven persuasion respects voters' capacity to make their own political 

judgements, or whether it works through means they cannot recognise. A message designed 

around a voter's inferred emotional triggers, delivered without any cue that it was tailored to 

them, seeks to influence in a way the voter has no chance to scrutinise. 

Most existing research on DDPC has examined how voters respond to targeted political 

communication, and it gives some reason for concern. Studies find that voters are often only 

dimly aware that they are being targeted or why (Minihold et al., 2025), and that citizens tend to 

regard the exclusion of certain groups from political advertising as unfair, even when they accept 

targeting in principle (Minihold & Votta, 2024). Far less attention has been paid to multiparty 

systems. Where many parties of differing size and resources compete, data-driven strategies are 

adopted unevenly and the ethical trade-offs may differ from those in the two-party systems that 

dominate the literature, which still focuses on the United States and the United Kingdom, with 

direct evidence on Dutch DDPC practices remaining limited (Kefford et al., 2023).  

This thesis addresses that gap by asking:  how can existing academic literature be used to assess 

the ethical risks of data-driven political campaigning in the context of the Dutch 2025 House of 

Representatives election? (RQ) This main question is approached through four sub-questions, 

each building on the last. The first asks how the literature conceptualises DDPC and 

distinguishes it from microtargeting, establishing what the practice actually involves (SQ1). The 

second asks which ethical concerns the literature identifies in relation to DDPC, turning those 

practices into assessable dimensions (SQ2). The third asks how the five dimensions — privacy 
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and data use, transparency, accountability, exclusion, and manipulation — can be applied to the 

Dutch TK 2025 context (SQ3). The fourth asks what such a literature-based assessment can and 

cannot establish about DDPC-related ethical risks in that election (SQ4).  

The aim of this thesis is to build an ethical framework from existing scholarship on DDPC and to 

apply it to a concrete electoral setting, in order to show which ethical risks can be identified from 

public and academic sources and which cannot. It pursues this aim through an applied literature 

study of the Dutch 2025 House of Representatives election (TK 2025, after the Dutch Tweede 

Kamer). This case is well suited to the task: Regulation (EU) 2024/900 on the transparency and 

targeting of political advertising (TTPA) entered into force only days before the election, while 

Meta and Google withdrew from political advertising in the European Union over the same 

period. These developments let the ethical risks the framework identifies be examined against an 

unusually rich public record.  

The thesis proceeds as follows. It first deepens the key concepts introduced above, DDPC, 

microtargeting, and the five ethical dimensions. It then sets out the literature-based method, 

develops the ethical framework dimension by dimension, and applies it to TK 2025. It closes by 

answering the research questions and reflecting on what a literature-based assessment of DDPC 

ethics can and cannot achieve.  
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Conceptual Background 

The Need for a Framework 

DDPC spans a wide range of techniques, and the literature disagrees about the ethical weight 

each part carries, differently for every concern. On privacy, an inferred political opinion counts 

as special-category data needing explicit consent, yet inference is what puts that consent out of 

reach (Blasi Casagran & Vermeulen, 2021). On transparency, disclosure is the favoured fix but 

works weakly on both sides: voter notices barely shift awareness (Dobber et al., 2024), and the 

ad archives meant for scrutiny stay incomplete and hard to verify (Leerssen et al., 2019). On 

accountability, the law needs an identifiable controller, but DDPC spreads the decision across 

party, platform, broker, and system until none clearly is one (Blasi Casagran & Vermeulen, 

2021). On exclusion, citizens judge it broadly unfair, yet it runs mainly on ordinary 

demographics and fell between 2021 and 2023, so concern outpaces evidence (Minihold & Votta, 

2024). On manipulation, psychographic targeting persuades from self-reported personality but 

not from the inferred personality a real campaign would use, so the fear is easily overstated 

(Zarouali et al., 2024). These are standing tensions between assumed harm and demonstrated 

effect, not gaps one more study would close, which is why DDPC needs a 

dimension-by-dimension assessment rather than a si . The thesis builds it by organising the 

literature into a five-dimension framework, through the systematic, literature-based method set 

out in the methodology.  

Within this range of practices, microtargeting marks the point where data use becomes most 

granular and where the ethical concerns of DDPC concentrate. The introduction defined it as 

dividing an electorate into small groups and tailoring a message to each; in practice this works in 
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stages. A party first builds an audience, either by selecting people who share platform-recorded 

characteristics such as age, location, or interests, or by uploading its own list of contacts to be 

matched against platform users. It then tailors a message to that audience, and can refine the 

audience over time by observing who engages with the message and adjusting accordingly, so 

targeting becomes an iterative process rather than a single decision (Zuiderveen Borgesius et al., 

2018). Granularity is what turns ordinary campaigning into an ethical problem. The more 

precisely a message can be aimed, the easier it becomes to show different voters different things 

without any of them seeing the whole picture, to reach some groups while quietly passing over 

others, and to design appeals around inferred traits the recipient never disclosed. These are three 

angles on the same capability, not three separate problems, which is why DDPC calls for a 

framework rather than a single rule. How that framework was built is set out later, before it is 

developed across five dimensions.  

The Dutch Multiparty Context 

How these practices play out depends on the political system in which they are used, and 

the Dutch case differs in important ways from the two-party systems that dominate the 

literature (Kefford et al., 2023). The Netherlands has a proportional system in which many 

parties compete and a governing coalition is always assembled from several of them, so no 

single party needs to reach a national majority to matter (Andeweg et al., 2020). Parties 

also differ widely in size, staffing, and budget, and as Kefford et al. (2023) note, it is 

exactly this kind of organisational capacity that determines how data-driven a campaign 

can be. The result is uneven: larger parties may run sophisticated targeting operations, 

while smaller ones rely on the broad, low-cost tools platforms make available to everyone, 
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so findings from the two-party United States cannot simply be transferred here. The 2025 

House of Representatives election makes the point concrete. It was held on 29 October 

2025 with a turnout of 78.3 per cent, contested by 27 parties of which 15 won seats 

(Kiesraad, 2025). This is a degree of fragmentation that has no equivalent in the systems 

most DDPC research describes. TK 2025 was also shaped by two near-simultaneous 

developments. The TTPA requires political advertisements to carry a notice identifying the 

sponsor, the sums paid, and any targeting used, and it prohibits targeting that draws on 

sensitive personal data; it entered into force on 10 October 2025 (Regulation (EU) 

2024/900, 2024). Within days, Meta and Google withdrew from EU political advertising. 

These make it a setting in which the ethical questions raised above can be examined under 

unusually specific conditions, which the application section takes up in detail.  

Methodology 

Research Design 

This thesis follows an exploratory, literature-based method (Snyder, 2019). The approach is 

exploratory because it does not test a fixed hypothesis or measure how often particular campaign 

practices occur; it works through existing literature to identify which ethical risks of data-driven 

political campaigning are present and how far each can be established from public sources. It is 

literature-based because its evidence comes from published academic, legal, and documentary 

material rather than from data collected first-hand. This combination suits the research question, 

which asks what the academic literature can and cannot establish about DDPC-related ethical 

risks in TK 2025, and such a question is best answered by organising existing knowledge rather 

than generating new data. The method also produces a framework that is general enough to apply 
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to other multiparty elections facing similar regulatory and platform conditions, not only to TK 

2025. The study was originally designed around interviews with campaign professionals. 

Limited access to participants made that route unworkable, and the design shifted to secondary 

sources. What it gains in return is a focused synthesis of scholarship on DDPC and campaign 

ethics, read against the public record of a single election. 

Source Selection 

The search followed the systematic plan in Appendix A, covering databases, search terms, and 

Boolean strings used to locate the core literature.  Peer-reviewed sources were drawn from 

Google Scholar, the University of Groningen library and its SmartCat discovery service, and 

Web of Science. The search ran iteratively: initial queries identified the central DDPC and 

microtargeting scholarship, after which backward and forward citation searching located further 

sources tied to each ethical dimension. 

Search strings combined English and Dutch terms across four strands: the practice itself 

(data-driven campaigning, microtargeting, digital political advertising), the actors (political 

parties, voters), the Dutch and EU context (Tweede Kamer, GDPR, political advertising 

transparency), and the ethical dimensions. The last strand connects the search to the framework 

by pairing dimension-specific terms with the core query, giving each dimension its own retrieved 

literature. The privacy and manipulation strands, for instance, combined the core terms with 

phrases such as political opinion data, profiling, and special-category data on one side, and 

persuasion, psychographic targeting, and voter autonomy on the other. The full set of strings, 

organised by dimension, is given in Appendix A. 
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Source preference differed by purpose. For the conceptual and ethical groundwork behind the 

five dimensions, literature from the United Kingdom and United States was used too, since the 

questions it addresses are not country-specific. For the TK 2025 application, European and 

Dutch sources were preferred, as the regulatory setting and campaign evidence are particular to 

that context. Material on the election itself was largely documentary: regulator publications, 

civil-society monitoring reports, and news coverage located through targeted web searches rather 

than academic databases. Sources were excluded when they addressed commercial marketing 

without political relevance, purely technical ad optimisation, or social-influence mechanisms 

unconnected to political communication or democratic ethics. 

Analytical Procedure 

The analysis follows a framework-building approach, drawing on the logic of framework 

synthesis, in which existing literature is organised into categories that guide later interpretation 

(Carroll et al., 2013). In practice this ran in stages. Each retained source was summarised against 

a common set of fields: its research question, method, main findings, and the ethical dimensions 

it spoke to. These summaries were recorded in a synthesis matrix (Appendix B), which made it 

possible to see at a glance which sources bore on privacy, transparency, accountability, exclusion, 

or manipulation, and where a single source spoke to several at once. 

Reading down each dimension showed where the literature agreed, where it diverged, and where 

Dutch evidence was thin enough that a claim had to be qualified. This allowed the framework to 

be built dimension by dimension: each dimension's argument is assembled from the sources 

tagged to it, with conceptual and ethical scholarship establishing the standard and Dutch-specific 

work showing how far it holds. 
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The same matrix supports the application chapter, where the framework is used to sort risks into 

three kinds: those strongly supported by Dutch or European evidence, those that are plausible but 

harder to verify, and those that cannot be assessed without internal party evidence. This 

three-way distinction is the analytical output of the method: it lets the assessment state not only 

which ethical risks are present but how confidently each can be claimed. 

Limitations and Ethical Aspects 

Because the thesis relies entirely on secondary sources, it involves no human participants and no 

collection of personal data; the Campus Fryslân Ethics Committee checklist confirms it falls 

outside the categories requiring ethical review. The remaining obligation is to represent sources 

accurately, cite them properly, and not push them to support claims they cannot bear. 

The principal limitation follows from the same choice of method. Working from public material, 

the thesis cannot reconstruct what Dutch parties did inside their campaigns: which data sources 

they drew on, how far specific targeting practices reached, whether any instance of manipulation 

occurred, or how campaign staff justified their decisions. This is sharpened by the limited Dutch 

party-side evidence noted by Kefford et al. (2023), which leaves the inside of the Dutch case less 

documented than its regulatory and platform surroundings. The assessment that follows is 

therefore built to work with this constraint, distinguishing structural conditions under which 

ethical risk arises, which public sources can show, from realised harm, which they usually 

cannot. That distinction carries directly into how the application chapter reads its evidence. 
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Ethical Framework: Five Dimensions of DDPC Ethics 

Privacy and Data Use 

Privacy and data use, as the first ethical dimension, concerns the extent to which data-driven 

campaigning depends on collecting, combining, inferring, and profiling voter-related data in 

ways that voters may not understand, control, or contest (Zuiderveen Borgesius et al., 2018). 

Before a campaign can target, exclude, or persuade, it must gather and process information about 

the people it intends to reach, often without their awareness or consent.  The concern extends 

past formal compliance with data-protection rules, because lawful processing is necessary but 

not sufficient as data-driven campaigns can affect broader democratic interests such as freedom 

of information, free elections, and public trust even when no rule is broken (Brkan, 2020).  

Campaigns assemble this picture of voters from several streams of data, for instance: 

membership records, canvassing, donor information, and commercial datasets into detailed 

individual profiles (Bennett, 2016). The privacy concern goes beyond collection itself: 

combining these streams produces a fuller portrait of a person than any single source reveals, and 

much of it is assembled without the voter's knowledge. The sharpest version of this problem is 

inference. Advertising categories that do not name political affiliation can still serve as proxies 

for it, so that interests relating to religion, migration, the economy, or social policy let a 

campaign estimate where a voter stands without ever asking (Blasi Casagran & Vermeulen, 

2021).  A political opinion deduced this way is just as revealing as one a voter states outright, but 

the voter has no opportunity to withhold it, correct it, or even know it has been formed. 
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Political data of this kind is treated as special in law. Under the GDPR, data revealing political 

opinions falls within a special category whose processing is prohibited unless a narrow condition 

applies (Regulation (EU) 2016/679, 2016, Art. 9). In most cases the relevant condition is the 

person's explicit, freely given consent; other routes, such as data the person has manifestly made 

public, exist but are to be read narrowly and cannot be used to license broad political profiling 

(European Data Protection Board, 2019). Inference matters legally as well as ethically: a political 

profile built from proxy data attracts the same protection as one a voter discloses, yet is far 

harder to bring under meaningful consent.  

Platforms make these requirements harder to satisfy, because the data practices they enable are 

difficult for voters and outside observers to see. Two main targeting tools can be distinguished 

(Blasi Casagran & Vermeulen, 2021). In attribute-based targeting, a campaign selects an 

audience by platform-held characteristics such as location, demographics, and interests; in 

custom-audience targeting, it uploads its own list of identifiers, such as email addresses or phone 

numbers, to be matched against platform users.  A third technique compounds both. Tracking 

pixels embedded on a campaign's website lets an audience be refined continuously from the 

behaviour of people who visit it. This iterative refinement is where the ethical concern 

concentrates, because each cycle draws on more behavioural data, deepens the profile, and 

moves further from anything the voter knowingly provided. 

These concerns can be drawn together into a standard against which campaign data practices can 

be assessed. The ethical standard is that voters retain a genuine understanding of, and control 

over, the data held and inferred about them: that processing rests on a lawful basis, that consent 

is real where consent is relied on, and that data is not quietly repurposed for political profiling 
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the voter never anticipated. The main risk is that data-driven campaigning works against each of 

these, since profiling built from combined and inferred data is by its nature difficult for a voter to 

recognise or challenge (Blasi Casagran & Vermeulen, 2021).  

Transparency 

Transparency, as an ethical dimension, concerns the extent to which data-driven campaign 

practices are visible, identifiable, and understandable to voters and to outside observers alike 

(Leerssen et al., 2019). The literature frames the underlying standard as a response to an 

information asymmetry between advertiser and recipient, in which the advertiser knows why a 

particular person was selected while the recipient often does not (Dobber et al., 2024). Two 

things follow: a voter should be able to recognise a political advertisement and grasp why it 

reached them, and outside actors such as journalists and regulators should be able to examine 

who is behind a campaign's messages and on what terms (Leerssen et al., 2019). Targeted online 

advertising strains both in a way traditional campaigning does not: a billboard is visible to 

anyone, while a targeted advertisement may be seen only by its chosen audience.  

The deeper problem is what this asymmetry does to public scrutiny. A voter left uncertain why 

they received a message is one matter; the people never targeted are another, since they cannot 

know the message existed at all, and neither can the public actors who might otherwise hold a 

campaign to account. Here a structural information gap exists between platforms and advertisers 

and the public actors positioned to scrutinise them (Leerssen et al., 2019). Opacity, on this 

account, is a defining effect of targeted advertising, not an accident.  

European law now codifies much of this standard. Regulation (EU) 2024/900 requires that 

political advertisements be labelled as such and accompanied by a transparency notice 
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identifying the sponsor, the amounts paid and their source, the election or referendum the 

advertisement relates to, the period over which it runs, and, where targeting or ad-delivery 

techniques were used, the criteria on which they rested (Regulation (EU) 2024/900, 2024). The 

obligation reaches past whether an advertisement is recognisable as advertising to the whole 

targeting infrastructure around it, treating transparency as the literature does, as a property of that 

infrastructure rather than the individual message alone.  

The value of these obligations depends on the tools that make advertising visible, and those tools 

have real limits. Platform ad archives can support scrutiny by opening political advertising to 

outside observers, but existing archives fall short on coverage, on verifying who actually 

sponsored an advertisement, and on disclosing targeting data in usable detail (Leerssen et al., 

2019). Transparency aimed at the voter has its own ceiling. Disclosure notices can raise a 

recipient's awareness of being persuaded, but the effect is modest and uneven, and notices may 

go unnoticed or fail to change how a message is judged (Dobber et al., 2024).  Set against the 

standard above, the risk is that targeting defeats it on both sides at once, leaving the untargeted 

unaware a message existed and the targeted unable to interpret why it reached them. The most 

credible correctives sit at the infrastructural level: complete and verifiable ad archives that 

disclose targeting criteria, a fix Leerssen et al. argued for and that Regulation (EU) 2024/900 

now partly requires. Because user-facing disclosure does only limited work, the weight of 

meaningful transparency falls on archive-level scrutiny rather than on what any individual voter 

can notice.  
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Accountability 

Accountability, as an ethical dimension, concerns the extent to which responsibility for 

data-driven campaign practices can be identified, justified, and challenged (Blasi Casagran & 

Vermeulen, 2021). The difficulty is structural; in traditional campaigning a message can be 

traced back to a party or candidate that openly stands behind it, but data-driven campaigning 

distributes the relevant decisions across many hands. Choices about which data to collect, how to 

build an audience, and how to deliver a message may sit at once with the party, an advertising 

platform, a consultant, a data broker, and an automated delivery system. This dispersal creates 

genuine uncertainty about who counts as the data controller, and so about who can be held 

accountable when something goes wrong (Blasi Casagran & Vermeulen, 2021).  

A standard for accountability has to do more than declare that someone is responsible; it has to 

make responsibility demonstrable. Under the GDPR, those who process personal data are 

required not only to comply with its principles, particularly lawfulness, fairness, and 

transparency, but to be able to show that they have, and the European Data Protection Board 

(EDPB) has made clear that political parties and the organisations working for them are no 

exception (European Data Protection Board, 2019). Accountability is therefore established 

through internal records, controls, and evidence a party can produce when asked. Regulation 

(EU) 2024/900 builds the same logic into political advertising, requiring that the roles of 

sponsors, service providers, publishers, and any actor involved in targeting be clearly assigned, 

so that the chain of responsibility can actually be followed (Regulation (EU) 2024/900, 2024). 

Even where responsibility is formally assigned, accountability depends on someone outside the 

campaign being able to examine it. Platform ad archives can serve this function, letting outside 
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observers inspect political advertising and challenge practices that look unlawful or unfair 

(Leerssen et al., 2019). The scrutiny is only as good as the archive behind it, and the 

shortcomings that weaken transparency weaken accountability too: incomplete archives, 

unverifiable sponsors, and withheld targeting data leave outside observers unable to reconstruct 

who did what. This matters beyond any single campaign: data-driven campaigning affects shared 

democratic interests such as freedom of information and trust in elections, not just individual 

rights (Brkan, 2020). 

Drawn together, the standard for accountability is that responsibility across the chain of 

campaign actors be clearly allocated and genuinely answerable, so that a specific decision can be 

traced to a specific party rather than lost in the machinery that produced it. The main risk is that 

data-driven campaigning works the other way, fragmenting responsibility across platforms, 

consultants, and automated systems until no actor can be held to account. The correctives follow 

the two halves of the problem: responsibility has to be assigned in advance, as Regulation (EU) 

2024/900 now requires, and parties have to demonstrate their compliance rather than merely 

assert it, as the EDPB insists. Where formal allocation and enforcement fall short, the external 

scrutiny becomes the backstop, provided archives are complete and verifiable enough to support 

it (Leerssen et al., 2019).  

Exclusion 

Exclusion, as an ethical dimension, concerns the extent to which data-driven campaigning 

produces unequal access to political campaign information by reaching some voters while 

leaving out others (Minihold & Votta, 2024).  There is a distinction between implicit exclusion, 

where a person is left out simply because they do not fall within the targeted group, and explicit 
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exclusion, where a campaign actively prevents a defined group from receiving an advertisement. 

Exclusion does not have to be deliberate to shape who sees a party's message and who does not. 

The core concern is what this unequal access does to political understanding. When some voters 

repeatedly receive a party's messages on particular issues while others never see them, the two 

groups end up with different pictures of what the campaign was about. Being left out of political 

advertising can make it harder for citizens to come across certain issues, weigh campaign claims 

critically, or take part in debate on equal terms (Minihold & Votta, 2024). This produces an 

information asymmetry that leaves parts of the electorate one-sidedly informed (Minihold et al., 

2025). Targeting isolates each voter in their own stream of messages, so no one can see what 

others are or are not being shown, which means a voter cannot recognise the gap in their own 

information well enough to correct for it (Milano et al., 2021). 

The standard this dimension sets is that voters should have roughly equal access to a party's 

campaign, and that exclusion should not run on sensitive or inferred traits. The risk is that 

targeting works against this quietly, producing an uneven distribution of political information 

that can track sensitive characteristics through proxies, and that neither the included nor the 

excluded voters can readily see.  

Manipulation and Undue Social Influence 

Manipulation and undue social influence, as the final ethical dimension, concerns the extent to 

which data-driven campaigning uses hidden, personalised, or psychologically informed targeting 

to weaken a voter's capacity to make their own political judgements (Susser et al., 2019). 

Democratic campaigning is built on persuasion, so the line that matters is the one between 

persuading a voter and manipulating them. The distinction lies in covertness: persuasion appeals 
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openly to a person's judgement, while manipulation works on them without their awareness, 

exploiting cognitive or emotional weak points to steer their decision (Susser et al., 2019).  

Data-driven tools sharpen this risk, since they make it easier to infer the preferences, traits, and 

susceptibilities a tailored message can be built around.  

This is why voter awareness sits at the centre of the concern. Microtargeting and unawareness 

are separate but mutually reinforcing problems: targeting lets a campaign tailor what different 

voters see, while unawareness leaves those voters unable to judge who is addressing them or 

from what position (Van Gils et al., 2025). On this account, unawareness does the more serious 

damage, because a voter who cannot place the sender of a message cannot properly weigh it.  

Manipulation becomes most plausible where a voter does not know who is influencing them, 

why a message reached them, or how it was shaped to fit them. 

Psychographic targeting builds personality profiles and matches political messages to them, 

aiming to make persuasion land harder (Zarouali et al., 2024). In experiments, 

personality-aligned ads were more persuasive, but mainly when personality was measured by 

self-report; when it was inferred algorithmically from text, the effect fell away. The manipulative 

power of automated profiling is easy to overstate. Voters themselves draw distinctions here too, 

finding targeting on observable traits such as age and gender more acceptable than targeting on 

inferred or intimate ones such as sexual orientation, personality, or political conviction (Bon et 

al., 2024).  

The standard this dimension sets is that persuasion should leave voters able to recognise it as 

persuasion and to weigh it on its merits. The risk is that data-driven targeting undercuts this by 

working covertly, through inferred and psychological traits the voter never disclosed and a 
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delivery they cannot see, so that influence escapes the scrutiny it would otherwise meet. The 

corrective is unlikely to come from the voter's side. Warning people they are being microtargeted 

did nothing to remove the persuasive advantage of the targeting, so the response has to be 

structural (Carrella et al., 2025). The piecemeal mix of electoral-advertising and privacy law 

most countries rely on cannot curb the most insidious microtargeting, and only a coherent 

regulatory approach can, a conclusion reached from outside the European and American settings 

that dominate this debate (Dowling, 2024).  

Framework Summary 

Taken together, the five dimensions give a structured way to assess where data-driven 

campaigning raises ethical concern. The dimensions are easier to separate on the page than in 

practice, where they continually feed into one another. Opaque data practices make campaigns 

harder to see, so weak privacy protection becomes weak transparency. When responsibility is 

spread across many actors, that same opacity makes accountability harder to enforce. Low 

visibility feeds exclusion and manipulation too: a voter who cannot tell what others are shown 

cannot tell they are being left out, and one who cannot see how a message was tailored cannot 

tell they are being worked on. A theme runs through all five: the harms tend to sit below what an 

attentive voter can notice, which is why the framework assesses the conditions under which 

ethical risk arises rather than trying to prove that any party crossed a line. That distinction, 

between structural risk and demonstrated conduct, is what the application of the framework to 

TK 2025 turns on.  
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Application to the Dutch TK 2025 Context 

Privacy and Data Use 

The framework set the privacy standard as voters retaining genuine understanding of and control 

over the data held and inferred about them, with opaque profiling they cannot recognise or 

challenge as the central risk. Applied to TK 2025, this is the dimension the public record anchors 

most directly, because both the legal baseline and the national regulator moved before the 

campaign began.  

The clearest instance is the regulator acting in advance. Nineteen days before the election, the 

TTPA entered into force on 10 October 2025, and the Autoriteit Persoonsgegevens (AP), the 

Dutch data protection authority, wrote to every participating party setting out what the new rules 

required (Autoriteit Persoonsgegevens, 2025). Two conditions did most of the work. Targeting 

voters with collected personal data was permitted only where those voters had consented to its 

use for political advertising, and microtargeting that drew on sensitive characteristics such as 

ethnic origin, religious belief, or sexual orientation was prohibited outright. The AP treated these 

practices as high-risk pre-emptively, evidence that privacy was a live concern at TK 2025, not 

one inferred after the fact.  

Campaign conduct in the weeks before the ban shows the proxy-based and behavioural practices 

the framework described operating in the open. NOS reporting from October 2025 documents 

parties spending tens of thousands of euros on Meta advertising in the final stretch, with BBB 

reaching fans of Zwarte Cross and Boer Zoekt Vrouw, and D66 reaching nurses and first-time 

buyers on the housing market (Jansen & Pruis, 2025). Separately, the Stichting Data 
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Bescherming Nederland (the Dutch Data Protection Foundation) warned seven parties that their 

campaign websites were placing tracking cookies without meeting data-protection requirements, 

and five committed to corrections (Stichting Data Bescherming Nederland, 2025). Neither 

finding proves unlawful processing. Together they confirm that the interest-based and 

tracking-based practices the framework identified were operationally present during the 

campaign.  

What the record cannot reach is where the analysis has to stop. Data flows between parties, 

platforms, and vendors stay closed to outside observers, so this assessment cannot establish 

which voter data parties held, how it was processed internally, or whether third-party providers 

were involved. The honest reading is structural: named regulatory and civil-society action, 

together with visible interest-based targeting, shows that the conditions for privacy risk were 

present and recognised by the responsible authorities, not that any specific party processed data 

unlawfully. The privacy question at TK 2025 is therefore answerable at the level of the campaign 

environment, and closed at the level of individual party systems. 

Transparency 

The framework set the transparency standard as advertising that voters can recognise and that 

outside observers can scrutinise, with targeting that defeats both as the central risk. TK 2025 was 

the first Dutch national election to test this standard under binding law, and the result was 

paradoxical: formal transparency obligations rose to their highest level yet while the visibility 

those obligations were meant to secure fell. 

On paper, the step forward was real. TK 2025 took place under the first application of the TTPA, 

which bound Dutch parties to label political advertising and account for who paid for it and how 
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its audience was selected. National infrastructure was built to carry this. The Commissariaat voor 

de Media (the Dutch Media Authority) was designated as the oversight body shortly before the 

election, and a consortium of Dutch media companies launched the politiekereclame.nl portal for 

parties to file their transparency notices.  

In practice, the infrastructure arrived as the advertising left it. YouTube stopped serving political 

advertisements on 23 September 2025, and Meta halted political, electoral, and social-issue 

advertising across the EU on 6 October, days before the regulation took full effect (NOS 

Nieuwsuur, 2025). ODIHR (the OSCE Office for Democratic Institutions and Human Rights) 

estimated that parties spent roughly €536,000 on online political advertising between 6 June and 

Meta's 6 October cutoff, with around seventy per cent of it in the month before the TTPA applied 

(OSCE/ODIHR, 2026). Spending surged precisely to use the targeting tools before the 

transparency rules closed them off, and once the bans took hold the archives that would have 

documented it were no longer readily accessible. The HEIO Consortium (the Hybrid Election 

Integrity Observatory, a group of researchers and civil-society organisations that monitored the 

election) characterised TK 2025 as among the least transparent recent Dutch elections for 

political advertising, finding that platforms which did allow political ads implemented 

transparency poorly, with ad libraries incomplete and hard to compare (Dutch Hybrid Election 

Integrity Observatory, 2025; OSCE/ODIHR, 2026). This compounds a difficulty already visible 

in earlier Dutch online campaigns: because parties target advertising to particular groups, it can 

be hard to establish even which issues a party campaigned on (Vrancken et al., 2025). The 

national portal compounded the gap: it aggregated spending figures without standardised 

targeting information, and the European repository meant to hold this data centrally was not yet 

operational at the time of the vote. 
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What this leaves is a transparency standard raised in law and lowered in practice at once: the 

obligations bound parties more tightly than ever, yet what a voter could evaluate and a researcher 

reconstruct narrowed, because visibility still depended on platforms and publishers that had 

stepped back. The gap between formal obligation and practical visibility is the finding here, not a 

claim that any party concealed a specific campaign. It also sets up the accountability problem, 

since rules that bind on paper mean little when no actor is both equipped and mandated to make 

them hold. 

Accountability 

The framework set the accountability standard as responsibility across the chain of campaign 

actors being clearly allocated and genuinely answerable, with the risk that responsibility instead 

fragments across platforms, consultants, and automated systems until no actor can be held to 

account. At TK 2025 this problem was institutional as much as technical: the Dutch system for 

overseeing online political advertising divided responsibility across separate regulators with no 

one holding the whole, so the framework's fragmentation appeared in the supervisory 

architecture itself, not just the campaign machinery beneath it. 

Three regulators each held a part. The Netherlands Authority for Consumers and Markets 

(Autoriteit Consument en Markt, ACM) acted as Digital Services Coordinator under the Digital 

Services Act (DSA), the EU regulation governing very large online platforms, and oversaw 

platform compliance on that basis. The Media Authority was the primary oversight body for the 

TTPA. The AP remained responsible for data protection under the GDPR and, together with the 

ACM, for several articles of the TTPA. Each body supervised a slice defined by its own 

instrument, none covering the activity as a whole. 
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The gaps this opened were documented at the time. ODIHR found that no institution was 

mandated to oversee online campaign activity as a single field, and that the AP and the Media 

Authority, the two bodies closest to algorithms and political advertising, were left out of the 

inter-institutional coordination table of the other election authorities (OSCE/ODIHR, 2026). The 

legal foundation was also incomplete. The Media Authority had been designated before the 

implementing legislation was fully in force, and the Political Parties Act (Wet op de politieke 

partijen), which would create a national advertising register and place transparency duties 

directly on parties, was still before parliament during the campaign (Tweede Kamer der 

Staten-Generaal, 2025). The rules meant to make responsibility traceable existed on paper, but 

the machinery to enforce them was split between authorities, missing a coordinating centre, and 

partly unenacted.  

Where formal oversight fell short, civil-society and research organisations filled part of the 

space. The HEIO Consortium and its partners monitored platform behaviour and political 

advertising the regulators were not yet equipped to scrutinise. The framework treats this external 

scrutiny as accountability's backstop, but a backstop carrying the primary load is a sign that the 

formal system did not hold rather than that it worked. The honest reading is structural again: this 

assessment can document the supervisory architecture and its gaps, but not how responsibility 

was actually distributed inside any individual party campaign, since the contracts, data-sharing 

arrangements, and targeting instructions that would show it are not public. Accountability at TK 

2025 is therefore traceable at the level of institutional design and demonstrably incomplete there, 

and closed at the level of party conduct. 
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Exclusion 

The framework set the exclusion standard as voters having roughly equal access to a party's 

campaign, with exclusion that runs on sensitive or inferred traits as the central risk. At TK 2025 

the exclusion picture was shaped less by what parties did with targeting than by the sudden loss 

of it. The October platform withdrawal removed the granular tools that had produced exclusion, 

changing its form rather than ending it, and did so unevenly across parties. 

The clearest case is DENK, a party representing minority communities. Its head of 

communications described reaching voters through Meta by targeting interests such as Arabic 

pop music, Turkish television, and couscous, until the 6 October ban removed what he called one 

of the party's most effective tools (Oosterom, 2025). For a party whose audience is concentrated 

in specific communities, the loss of interest-based targeting fell harder than on parties with 

broader reach, an instance of the resource and infrastructure asymmetry Kefford et al. (2023) 

describe. A countervailing recognition came from BBB, whose campaign leader said the party 

had at times deliberately avoided microtargeting because it could exclude potential voters. Older 

Dutch evidence shows the proxy mechanism the framework warns about operating directly: 

Votta's postcode-level analysis of VVD advertising in the 2023 provincial elections found 

spending concentrated in neighbourhoods with lower shares of residents with a non-Western 

migration background, so that geographic targeting tracked demographic characteristics without 

naming them (Votta, 2023). The broader cross-party pattern is consistent: across the 2021 and 

2023 national elections, exclusion ran mainly on age, gender, and place of residence rather than 

on sensitive traits, and was less common in 2023 than in 2021 (Minihold & Votta, 2024).  
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What the record will not support is a claim that any party set out to exclude on discriminatory 

grounds. Exclusion through targeting is often a by-product of reaching a chosen audience rather 

than a designed act, and the public data cannot separate the two. The honest reading is once more 

structural: the conditions for exclusion were present, the proxy mechanism is visible in earlier 

Dutch campaigns, and the platform withdrawal reshaped exclusion at TK 2025 while bearing 

down hardest on smaller and minority-oriented parties. None of that establishes deliberate 

discriminatory exclusion, which sits beyond what public data can show. 

Manipulation and Undue Social Influence 

The framework set the manipulation standard as persuasion that leaves voters able to recognise it 

and weigh it on its merits, with covert, psychologically tailored influence that escapes scrutiny as 

the central risk. At TK 2025 this risk surfaced less in any demonstrable party microtargeting than 

in the information environment around the campaign. The covertness that Susser et al. (2019) 

treat as the line between persuasion and manipulation was present, but it ran through actors 

outside the formal campaign rather than within it.  

What the monitoring documented points in this direction. The HEIO Consortium identified a 

Facebook page, titled "We will not press charges against Geert Wilders," that posted 

AI-generated content aimed at minorities, immigrants, and opponents of the PVV and drew 

roughly 74 million views between June and October 2025 (OSCE/ODIHR, 2026). Trollrensics, 

working with the broadcaster RTL within the consortium, traced a coordinated network of more 

than 550 inauthentic accounts on X, run mostly from West African countries including Nigeria, 

Ghana, and Ivory Coast, that amplified far-right and anti-establishment messages and most often 

boosted Forum voor Democratie and Wilders (OSCE/ODIHR, 2026). ODIHR adds that 
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AI-generated material, much of it without the disclaimer labels the rules require, circulated 

during the campaign, and that platforms were slow to act on reported content (OSCE/ODIHR, 

2026). These are the covert delivery and hidden origins the framework identifies as the 

conditions for manipulation. 

Two limits keep this in proportion. Whether they changed any voter's decision cannot be 

established from public sources, and the framework already cautions that the persuasive power of 

automated targeting is easily overstated. More fundamentally, the documented activity was 

largely third-party and in part foreign in origin, not something any Dutch party conducted or 

directed. Manipulation is the dimension where the distance between a visibly compromised 

information environment and demonstrable party conduct is widest: the assessment can speak 

with some confidence to the first and almost none to the second. 

Discussion 

This thesis asked how existing academic literature can be used to assess the ethical risks of 

data-driven political campaigning in the context of TK 2025. The four sub-questions are 

answered here in turn. 

What DDPC is, and how it differs from microtargeting (SQ1) 

The literature treats data-driven political campaigning as a broad practice of building, combining, 

and acting on voter data across many techniques, of which microtargeting is one prominent form 

rather than the whole. Holding the two apart matters: treating DDPC as only microtargeting 

would miss the data infrastructure, inference, and platform dependence that operate whether or 
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not a message is finely targeted. The implication is that ethical scrutiny has to reach the practice 

as a system, not just its most visible instrument. 

Which ethical concerns the literature identifies (SQ2) 

The literature converges on five concerns that this thesis develops into five assessable 

dimensions: privacy and data use, transparency, accountability, exclusion, and manipulation. 

They are not a checklist of separate problems but a connected set: the same opacity that weakens 

transparency also hides exclusion and shields manipulation. The implication is that a framework 

built from these dimensions can assess a campaign environment as a whole, with weakness on 

one dimension typically implicating others. 

How the dimensions apply to TK 2025 (SQ3) 

Applied to TK 2025, the dimensions produced two findings that cut across them rather than five 

separate verdicts. The first is the transparency paradox: the first election under binding EU 

advertising rules, yet the simultaneous platform withdrawal left voters and researchers able to see 

less, not more. The second is that regulation existed without being enforceable: oversight was 

split across three regulators with no body mandated for online campaigning as a whole, and the 

law meant to bind parties directly was still pending. The implication is that, in this case at least, 

the ethical risks of DDPC were shaped less by what parties were caught doing than by the 

structure of oversight around them, which raised obligations on paper while leaving the means to 

hold anyone to them incomplete. 
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What a literature-based assessment can and cannot establish 

(SQ4) 

The assessment can establish that the conditions for each ethical risk were present and, in several 

cases, recognised by the responsible authorities, but not that any specific party realised those 

risks in conduct. This asymmetry between structural risk and demonstrated harm is consistent 

across all five dimensions and sharpest for manipulation, where a visibly compromised 

information environment coexisted with almost no public evidence of party direction. The 

implication is that the honest output of a literature-based study of DDPC is a map of where risk 

is structurally embedded, which is a different and more defensible claim than a verdict on what 

any party did, and a more useful one for regulation than either overstatement or silence. 

In answer to the main question, existing literature can be combined into a five-dimension 

framework that locates where the ethical risks of DDPC are structurally present in an election, as 

the TK 2025 application shows. What it cannot do is establish whether any individual party 

turned those risks into conduct, so the framework's proper output is a map of structural risk 

rather than a verdict on behaviour.  

Contribution, limitations, and future research 

The contribution is the framework itself. Drawn from the DDPC ethics literature, it is applicable 

to a multiparty European election and yields differentiated conclusions rather than a single 

verdict, which work focused on two-party systems had largely left untested. 

The main limitation follows from the method. A literature-based assessment cannot reach inside 

party campaign systems to establish which data sources parties used, how targeting decisions 

31 



Data-driven political campaigning in the Netherlands: A literature-based ethical assessment in the context of TK 2025 

were made, or whether any decision changed a vote, and no enforcement findings against Dutch 

parties had been published at the time of writing. The findings are also tied to a single election at 

an unusual moment, the point of platform withdrawal, so they may not carry to other elections or 

to later years under the TTPA. These limits do not weaken the structural risks the method 

identifies, but they fix what it can claim.  

They also mark out where further work is most valuable: interviews with Dutch campaign 

professionals to reach party-level conduct, analysis of Meta and Google advertising data from 

before the 6 October withdrawal to quantify targeting, and comparative study across the TTPA's 

first year to test whether the transparency paradox was particular to the Netherlands. 

Conclusion 

The framework built from the DDPC ethics literature is applicable to a multiparty European 

election and yields differentiated conclusions rather than a single verdict. Applied to TK 2025, 

each of the five dimensions maps onto documentable features of the Dutch campaign 

environment, with transparency and privacy most strongly supported by public evidence and 

accountability and manipulation documentable as structural risk rather than party conduct. 

What the Dutch case shows most clearly is that raising obligations on paper does little if the 

means to enforce them lag behind, and that the correctives the literature points to are structural 

rather than left to individual voters: clearer data and responsibility rules, verifiable ad archives 

that disclose targeting, limits on how narrowly a campaign can divide its audience, and coherent 

regulation of microtargeting in place of voter-facing warnings. TK 2025 was the first Dutch 

election under the TTPA, the first to see major platforms withdraw, and the first watched by a 
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dedicated integrity consortium. Its ethical risks were not resolved by these changes but 

renegotiated under them, and they will stay live as platforms, enforcement, and campaign 

technology shift. 
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Appendix A: Search Strategy 

This appendix documents the systematic search behind the assessment: the databases consulted, 

the search terms grouped by strand, and the Boolean strings, including the dimension-specific 

strings that tie the search to the five-dimension framework. 

A.1 Databases and sources. 

Peer-reviewed literature was located through Google Scholar, the University of Groningen 

library and its SmartCat discovery service, and Web of Science. Searching ran iteratively: initial 

queries identified the central DDPC and microtargeting scholarship, after which backward and 

forward citation searching located further sources tied to each dimension. Primary and grey 

sources for the TK 2025 case (regulator publications, news reporting, and observer and 

electoral-authority reports) were located through targeted searches of official sites such as the 

Autoriteit Persoonsgegevens, the Kiesraad, and OSCE/ODIHR, and Dutch news outlets such as 

NOS, rather than through the academic databases. 

A.2 Search terms by strand (English and Dutch). 

●​ Practice: data-driven campaigning / datagedreven campagne; microtargeting; (online) 

political advertising / (online) politieke advertenties; computational politics; campaign 

analytics 

●​ Actors: political parties / politieke partijen; voters / kiezers 

●​ Context: Tweede Kamer(verkiezingen); Netherlands / Nederland; GDPR / AVG; political 

advertising transparency / transparantie politieke advertenties; Regulation (EU) 2024/900 

●​ Ethical dimensions: dimension-specific terms paired with the core query (A.4) 
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A.3 Core Boolean string. 

("data-driven" OR "data driven" OR datadriven OR microtarget* OR 

"micro-target*" OR "political advertising" OR "digital political 

advertising") AND (campaign* OR election* OR "electoral 

campaign*") AND ("political part*" OR voter*) AND (Netherlands 

OR Dutch OR "Tweede Kamer" OR EU OR Europe*) 

A.4 Dimension-specific strings 

●​ Privacy and data use: AND (privacy OR "data protection" OR GDPR OR 

"political opinion data" OR profiling OR inference OR 

"special-category data") 

●​ Transparency: AND (transparency OR disclosure OR "ad archive" 

OR "ad library" OR "transparency notice" OR labelling) 

●​ Accountability: AND (accountability OR "data controller" OR 

responsibility OR oversight OR enforcement OR liability) 

●​ Exclusion: AND (exclusion OR "unequal access" OR "differential 

exposure" OR fragmentation OR "information asymmetry") 

●​ Manipulation and undue social influence: AND (manipulation OR persuasion 

OR "psychographic targeting" OR "voter autonomy" OR "undue 

influence" OR susceptibility OR "behavioural targeting") 
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Appendix B: Synthesis Matrix 

Source Research question / aim Method Main findings Dimension(s) addressed 

Zuiderveen 

Borgesius et al. 

(2018) 

Promises and threats of online 

political microtargeting for 

democracy 

Conceptual, 

multidisciplinary 

review 

Foundational account of the benefits and 

democratic threats of microtargeting 

Privacy; Transparency; Exclusion; 

Manipulation 

Bennett (2016) Can parties use voter databases 

and micro-targeting in Europe as 

in North America under 

data-protection law? 

Comparative legal 

analysis 

EU data-protection law limits North 

American-style voter databasing; political 

data treated as sensitive 

Privacy 

Blasi Casagran & 

Vermeulen (2021) 

How political micro-targeting fits 

the GDPR 

Legal analysis 

(GDPR) 

Proxies infer political opinion; consent and 

special-category problems; unclear who is 

the controller 

Privacy; Accountability 
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Source Research question / aim Method Main findings Dimension(s) addressed 

Brkan (2020) Fundamental-rights and 

democracy implications of EU 

data-driven campaigns 

Normative legal 

analysis with case law 

Profiling threatens privacy; partial 

information narrows freedom of 

information; manipulation risks free 

elections 

Privacy; Accountability; 

Exclusion; Manipulation 

Dobber et al. 

(2024) 

Effect of political-ad transparency 

disclosures on citizens 

Experiment Disclosure can raise awareness of 

persuasion, but the effect is modest and 

uneven 

Transparency 

Leerssen et al. 

(2019) 

Whether platform ad archives 

deliver scrutiny 

Analytical / policy 

review 

Archives promise scrutiny but fall short on 

coverage, sponsor verification, and 

targeting disclosure 

Transparency 

Milano et al. 

(2021) 

Governance threat from online 

targeting 

Conceptual Targeting causes "epistemic fragmentation" 

of the shared information environment, 

weakening collective scrutiny 

Exclusion; Transparency 
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Source Research question / aim Method Main findings Dimension(s) addressed 

Minihold & Votta 

(2024) 

Extent and acceptability of 

exclusion in Dutch Meta political 

ads (2021, 2023) 

Observational ad 

analysis (Meta Ad 

Targeting dataset) + 

survey 

Exclusion mainly by age, gender, residence; 

less in 2023 than 2021; citizens find it 

broadly unacceptable 

Exclusion 

Minihold et al. 

(2025) 

Dutch voters' knowledge of DDPC 

and its effect on 

engagement/avoidance 

Two-wave panel 

survey (NL) 

Knowledge is low and uneven; it does not 

translate into engagement or avoidance 

Manipulation; Transparency 

Susser et al. 

(2019) 

Conceptualise online manipulation 

versus persuasion 

Conceptual / 

philosophical 

Manipulation is covert influence exploiting 

weaknesses; digital tools sharpen it 

Manipulation 

Van Gils et al. 

(2025) 

When microtargeting and 

unawareness enable manipulation 

Game-theoretic model Unawareness is the key condition; the worst 

case is microtargeting plus unawareness 

Manipulation; Transparency 
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Source Research question / aim Method Main findings Dimension(s) addressed 

Zarouali et al. 

(2024) 

Whether psychographic targeting 

persuades; self-report vs 

algorithmic inference 

Experiment with 

inferred vs 

self-reported 

personality 

Persuasive with self-reported personality; 

the effect disappears when personality is 

inferred algorithmically 

Manipulation 

Carrella et al. 

(2025) 

Whether warning people they are 

microtargeted removes the 

persuasive advantage 

Experiment Warnings did not remove the advantage; 

correctives must be structural 

Manipulation 

Dowling (2024) Whether existing law curbs 

microtargeting (Australia, New 

Zealand) 

Comparative legal 

analysis 

Piecemeal electoral and privacy law cannot 

curb the most insidious microtargeting; 

coherent regulation is needed 

Manipulation; Accountability 
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Source Research question / aim Method Main findings Dimension(s) addressed 

Bon et al. (2024) Whether acceptability depends on 

data type; US/DE/NL differences 

Comparative survey Observable traits more acceptable than 

inferred or intimate ones; in NL ethnicity 

least acceptable; right-leaning more 

accepting 

Manipulation; Exclusion 

Kefford et al. 

(2023) 

What parties actually do, and 

whether the disruption narrative 

holds 

Cross-national 

qualitative 

comparison (six 

democracies) 

Capacity is uneven and often limited; data 

availability varies (electoral roll); 

disruption is overstated 

Context (capacity, multiparty); 

Accountability 

Vrancken et al. 

(2025) 

Issue ownership in online Dutch 

general-election campaigns 

Topic modelling Targeting makes it hard to establish which 

issues a party campaigned on, weakening 

public accountability 

Transparency; Accountability 

Barclay et al. 

(2025) 

How parties collect, analyse, and 

store data, and how they perceive 

it (Austria, UK) 

Comparative 

interviews + synthesis 

DDPC varies across parties and countries; 

regulation, resources, and norms shape 

capability 

Context (practice variation) 
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Source Research question / aim Method Main findings Dimension(s) addressed 

Luke et al. (2024) Framing DDPC research in 

comparative context 

Editorial / review Calls for comparative breadth beyond the 

dominant US and UK cases 

Context (comparative) 

Note. The matrix records the dimension-bearing scholarly literature that the framework is built from. Legal instruments (the GDPR, 

Regulation (EU) 2024/900, and the EDPB statement), the TK 2025 case sources used in the Application (AP, NOS, OSCE/ODIHR, 

HEIO, Kiesraad, Tweede Kamer, SDBN, Votta, Oosterom, Jansen & Pruis), and the methodological and contextual references (Carroll 

et al., Snyder, Andeweg et al.) are cited in the running text rather than mapped here.  
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